SSO ERROR LOG - SAML RESPONSE AND STACK TRACE

1.1. SSO Error log - SAML Response and Stack trace

Field Name Value Description

Explanation Screenshot

. Companies

(1) Click
Single Sign-On (S50) Settings

(1) Scroll down and Click
S50 Log Viewer

(1) To expand and find the SAML
Response Click
- Toggle S50 error detail...
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Explanation

Screenshot

(1) Highlight the text

(1) Once highlighted, you can use
shift+end to highlight the full line.

(1) Open a new project in XML
editor.

We use XMLPad but you can use
any editor of your choosing.

View Project Team Tools

ﬁ|g{, g|r.. l:‘u|DefauI

Window

o x|

@r Welca

Click Eile, (@
There are no items to show for \/
the selected document.
File | Edit View Project Team Tools Window
(1) Click 100 New... Ctrl+N =| £, Default
D Mew... Ctrl+M E ;D Mew Project...'%-s+Ctrl+N EI @r Wekcome
ﬁr Open.. Ctrl+C
Open URL... O
Close \./
Open Project...  Shift+Ctrl+0 | —
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Explanation Screenshot

File Categories:

(1) Select XML document then
oK

Click OK

b0 S XML Document  XSD Schema  XSL Stylesheet

with X5D 5c...
Document RS5 2.0 XML Document

WSDL
Type D... Document Document  from Clipboard

| Add to current project

DTD definition
(®) Mot assigned
() Inline OTD

() External DTD
Public 1D

Schema File

(W click ok |

Browse...

Root Tag nobody

<?xml wversiom='1.0"

<nobody> </nobody>

encoding="utf-8"' 2>

oK |

Help

-Ki)ncel

2016-05-17
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Explanation

Screenshot

CTRL+A is now pressed to select
all

Cp——

Paste the XML message copied
from the SSO Error log

(1) Click in order to format

the message in a readable
format

EI'@E Assertion

File Edit View Project Team XML Tools
D@ L B ~|FE o
el pEr s ee|=2)
lM y— Documentl ol L X' E’ Welco
samip nse

"EE Issuer

®



SSO ERROR LOG - SAML RESPONSE AND STACK TRACE

Explanation Screenshot

Eile | Edit | Yiew Project Team XML Tools

CtreZ  |ou | JE [} Defau
¥ [ Redo Ctrl+¥ = i |§ E |1

Doaumg ¥ Cut Ctrl+ 1 i welce

san Copy Ctrl+C
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H

:gg} [ Paste Ctrl+V
M CI:,EI 4 Wrap . E":Ea Select Al Cirl+A
have a better visibility of all = Find Ctrl+F
elements P';;a Replace  Ctrl+R nod
#  Find Next F3
Adwvanced r

Go To.. Ctrl+G

Word Wrap

-4 % Subject
EEI--'-'EE Conditions
-4 % AttributeStatement
-4 fy Authnstatement

You can now analyse the SAML
message easily.

®



